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This article analyzes the trends and future of mobile 

app development through a Qualitative Literature 

Review of reputable literature since 2020. The study 

focuses on shifts in architecture and technology, the 

development of multi-platform apps and Progressive 

Web Apps (PWAs), user experience design, as well as 

security and privacy as prerequisites for digital trust. 

The findings show that mobile app development is no 

longer just understood as software creation for 

Android and iOS, but as a process of engineering a 

digital ecosystem that integrates artificial intelligence, 

machine learning, the Internet of Things, cloud/edge 

computing, 5G, AR/VR, DevOps/DevSecOps, and 

generative AI. At the same time, user demands for 

apps that are personal, fast, inclusive, secure, energy-

efficient, and easily accessible push developers to 

balance technical efficiency, experience quality, and 

data governance compliance. This article concludes 

that the future of mobile apps will be shaped by how 

well organizations can adopt adaptive architectures, 

cross-platform frameworks, human-centered design 

approaches, and security-by-design and privacy-by-

design principles from the very beginning of the 

development life cycle. This study contributes by 

presenting a conceptual synthesis and a future 

research agenda on developing smart, sustainable, and 

trustworthy mobile apps 
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INTRODUCTION 
Mobile app development is entering a new phase of transformation 

because apps are no longer just digital service interfaces, but core infrastructure 
for social, economic, educational, health, government, and business interactions. 
Recent literature shows that mobile apps increasingly rely on data analytics, 
artificial intelligence (AI), Internet of Things (IoT) connectivity, cloud and edge 
computing, and 5G networks to deliver services that are contextual, real-time, 
and personalized [1], [2], [3]. These changes expand the scope of app 
development from programming issues to experience design, architecture, 
security, data governance, and sustainability. 

The urgency of this study arises because platform fragmentation, rapid 
device innovation, and user expectations create strategic dilemmas for 
developers. On one hand, multi-platform frameworks like Flutter, React Native, 
Kotlin Multiplatform, and Progressive Web Apps (PWA) technologies offer cost 
efficiency, codebase simplification, and faster time-to-market. On the other hand, 
empirical literature shows that cross-platform approaches still face issues with 
performance, energy consumption, access to native features, user experience, and 
dependence on the tooling ecosystem [4], [5], [6], [7]. Therefore, technology 
decisions need to be seen as strategic design choices, not just programming tool 
options. 

The development of AI and generative AI strengthens that urgency. AI 
allows mobile apps to provide personal recommendations, anomaly detection, 
smart interfaces, service automation, and user context adaptation. Generative AI 
and large language models (LLMs) are starting to be used in software 
engineering to help with code writing, test case design, documentation, 
requirements analysis, and debugging [8], [9]. However, AI-based automation 
also brings risks like code quality issues, bias, privacy, security, dependence on 
third-party services, and auditability challenges. 

User experience (UX) and user interface (UI) aspects are becoming 
increasingly important because the quality of mobile apps is judged not just by 
feature completeness, but also by ease of use, speed, accessibility, comfort, and 
the app’s ability to meet users’ needs in real-world contexts. Studies on mobile 
interaction patterns, learning app UI design, usability testing, and health apps 
show that user-centered design contributes to satisfaction, acceptance, and 
continued use of apps. In other words, the success of mobile technology is 
determined by the intersection of technical excellence and the value of the 
experience. 

Security and privacy are becoming critical aspects because mobile apps 
handle location data, biometrics, contacts, transactions, health information, 
habits, and user behavior. Recent studies on mobile app privacy show that data 
collection practices and permission usage are often not transparent, while health 
and finance apps carry higher risks [15], [16], [17]. On the engineering side, 
DevSecOps, secure coding, encryption, strong authentication, permission 
management, and privacy-by-design are important approaches to build in 
security from the very start of the development cycle [18], [19], [20]. 
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Based on this background, this article raises four research questions. First, how 
do major technology trends like AI, IoT, AR/VR, cloud/edge computing, 5G, 
DevOps, and generative AI influence the direction of mobile app development? 
Second, how do multiplatform approaches and PWAs change the strategy for 
development, distribution, performance, and user experience of mobile apps? 
Third, how do UX/UI, accessibility, personalization, and responsive design play 
a role in the success of modern mobile apps? Fourth, how should security and 
privacy be integrated into the mobile app development lifecycle to keep apps 
trustworthy and compliant with data governance requirements? 

The purpose of this article is to provide a synthesis of the latest literature 
on trends and the future of mobile app development, explain key concepts that 
shape the modern app development ecosystem, and outline practical 
implications and future research agendas. This article uses a Qualitative 
Literature Review approach, not a Systematic Literature Review, so the focus is 
on mapping themes, conceptual interpretation, and integrating arguments across 
literature to get a comprehensive understanding of the field's development 
direction. 
 
LITERATURE REVIEW 
1. Technology Trends in Mobile App Development 

The development of contemporary mobile apps is marked by the 
integration of AI and machine learning as core components of the apps. AI is 
used for content personalization, product recommendations, smart search, 
behavior prediction, voice recognition, image recognition, chatbots, and anomaly 
detection. The literature on intelligent mobile apps emphasizes that an app's 
ability to learn user patterns becomes the foundation for adaptive and high-value 
services [1]. In a business context, data-driven personalization can boost user 
engagement, but it needs to be balanced with transparency and privacy control 
since behavioral data is a sensitive asset. 

IoT expands mobile applications into control centers for physical devices. 
Smart home apps, wearable health devices, connected vehicles, smart cities, 
smart retail, and Industry 4.0 make smartphones the main interface between 
humans, sensors, actuators, and cloud services. Machine learning studies for IoT 
show that the volume of sensor data requires efficient analytics pipelines, both in 
the cloud and at the edge [2]. For mobile app developers, this means they need 
to design apps that can handle unstable connectivity, data synchronization, 
protocol interoperability, device security, and power consumption. 

Cloud computing and edge computing are shifting the architecture of 
mobile applications from standalone device models to distributed architectures. 
The cloud allows for elastic storage, computing, service updates, and data 
orchestration. Edge computing brings some of the computing closer to the user 
to reduce latency and network load, especially in real-time applications like 
gaming, AR/VR, autonomous vehicles, and industrial IoT [3], [21]. The cloud-
edge-mobile combination makes apps lighter on devices but adds complexity in 
orchestration, observability, API security, and service quality. 
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5G connectivity is becoming a key enabler for the next generation of mobile apps. 
Higher speeds, low latency, network slicing, and massive connection capacity 
allow for immersive experiences, high-resolution video, cloud gaming, 
telemedicine, and more responsive AR/VR. It's been pointed out that AR/VR 
requires ultra-low latency so that the immersive experience isn't disrupted [22]. 
So, the future of mobile apps will be increasingly influenced by the close 
relationship between app design, network capabilities, edge computing, and user 
experience optimization. 

AR, VR, and extended reality (XR) technologies expand the way users 
interact from 2D screens to spatial experiences. In education, retail, healthcare, 
industrial training, and tourism, AR/VR allows for visualization of objects, 
simulations, and contextual interactions that are hard to achieve with traditional 
apps. However, immersive apps demand higher graphics rendering, sensor 
tracking, bandwidth, and lower latency. So, developers need to balance the 
richness of the experience with device performance, battery consumption, and 
accessibility. 

DevOps and DevSecOps are changing the way mobile apps are 
developed, tested, released, and maintained. The fast update cycle of apps 
demands continuous integration/continuous delivery (CI/CD), test automation, 
observability, feature flags, and crash monitoring. DevSecOps adds security into 
the pipeline, so vulnerability scanning, dependency checking, secrets 
management, and security testing are done right from the start [18]. In the mobile 
ecosystem, these practices are important because apps have to meet device 
variations, operating system versions, app store policies, and constantly evolving 
cyber threats. 

Generative AI introduces a new way of developing mobile apps. LLMs 
can help developers write boilerplate code, create test scenarios, draft 
documentation, turn requirements into prototypes, and support bug analysis. It 
has been shown that LLMs are increasingly applied to various software 
engineering activities, but their effectiveness depends on the quality of prompts, 
human validation, datasets, and risk controls [8]. In mobile app development, 
generative AI should be positioned as a co-pilot that speeds up work, not as a full 
replacement for engineering processes that require verification, testing, and 
accountability. 
2. Development of Multi-Platform Mobile Apps and Progressive Web Apps 
(PWA) 

The multiplatform approach emerged as a response to the fragmentation 
of the mobile ecosystem. With a single codebase, organizations can release apps 
for both Android and iOS more efficiently compared to separate native 
development. Frameworks like Flutter and React Native are popular because 
they provide UI components, hot reload, ecosystem libraries, and access to native 
plugins. However, empirical evidence shows that cross-platform frameworks 
can still have performance overhead compared to native, especially for graphics-
intensive operations, sensors, or low-level system access [4]. 
The decision to choose native, hybrid, multiplatform, or PWA should take into 
account the product's characteristics. Financial, health, gaming, and sensor-based 
apps might need stronger native control. Content apps, e-commerce, public 
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services, and internal organizational apps can gain a lot from multiplatform or 
PWA because their priorities are reach, speed of release, and UI consistency. 
Recent empirical comparisons also show that development efficiency should be 
evaluated alongside factors like maintainability, memory usage, app size, library 
integration, and developer experience [7]. 

PWAs are web applications that use service workers, caching, manifests, 
HTTPS, responsive design, and push notifications to provide an experience 
similar to native apps. PWAs stand out for their easy distribution, cross-device 
access, limited offline functionality, and reduced installation barriers. It has been 
shown that PWAs are an important alternative for unifying web and mobile 
experiences, but they still face challenges with hardware access, limited browser 
support, app store visibility, and user perception [6]. 

The performance and energy efficiency of PWAs need attention. It has 
been found that caching and service workers can affect loading times and energy 
consumption of mobile web apps [5]. This means that PWA features designed to 
boost performance still need to be tested on real devices, different networks, and 
actual usage scenarios. PWA optimization isn't just about asset size and caching, 
but also data architecture, synchronization strategies, lazy loading, and script 
management. 

Theoretically, multiplatform and PWA show a shift from platform-centric 
development to experience-centric development. Organizations no longer just 
ask, 'Which operating system is this app made for?' but rather, 'What experience 
needs to be delivered, to whom, in what device and network context, and at what 
maintenance cost?' This shift demands more mature skills in architecture, 
product management, cross-device testing, and design governance. 
3. UX/UI, Accessibility, and Personalization 

UX/UI is the foundation for the acceptance of mobile apps. UI deals with 
visual structure, interface components, colors, typography, icons, 
microinteractions, and design consistency. UX covers the user's overall 
perception of ease, value, emotions, trust, and the effectiveness of the app. 
Studies on mobile interaction patterns show that mobile devices have limitations 
in screen size, user attention, memory, gesture input, and mobile usage contexts, 
so app design requires special principles that are different from desktop 
applications [10]. 

Responsive and adaptive design is a must because apps are used on all 
sorts of screen sizes, orientations, pixel densities, and device capabilities. This 
principle isn’t just about making things look good on different screens—it’s also 
about managing cognitive load, prioritizing information, sizing touch targets 
right, designing navigation flow, and making sure users can complete tasks with 
minimal friction. Studies on mobile learning app UIs highlight the importance of 
design frameworks that take cognitive load and user characteristics into account 
[11]. 

Accessibility is an ethical and strategic element in mobile app 
development. Apps need to support screen readers, adequate contrast, resizable 
text, keyboard/assistive technology navigation, image descriptions, and designs 
that are friendly for older users or people with disabilities. Research on apps for 
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older adults shows that UI design should consider memory, perceptual 
limitations, and users' confidence in using smartphones [23]. Accessibility 
shouldn’t be treated as an extra feature, but as a design principle from the start. 
Data-driven personalization boosts app relevance, but it creates a dilemma 
between service benefits and privacy protection. Content recommendations, 
display preferences, contextual notifications, and user flow adaptation can 
increase engagement if designed transparently and give users choices. In health 
and fitness apps, user experience factors affect satisfaction and the intention to 
keep using the app [13]. Therefore, personalization should be built on principles 
like data minimization, consent, explainability, and opt-out options. 

Microinteractions, gestures, haptic feedback, and voice interfaces enrich 
the mobile app experience. However, these elements should support user goals, 
not just serve as visual decoration. Overly complex designs can slow down the 
app and increase cognitive load. A usability testing framework helps developers 
check whether the flow, error messages, layout, and app performance truly meet 
user needs [14]. So, the quality of UX/UI should be proven through iterative 
evaluation, not just internal design preferences. 
4. Security, Privacy, and Mobile App Governance 

Mobile app security involves protecting data, authentication, 
communication, local storage, backend APIs, library dependencies, reverse 
engineering, malware, phishing, and permission abuse. Since mobile apps often 
connect to cloud services and third-party SDKs, the attack surface isn’t just in the 
app code but also in the software supply chain and backend configurations. 
Studies on privacy in software engineering show that mobile app privacy issues 
should be tackled as a software engineering problem, not just a legal compliance 
issue [15]. 

In health apps, security and privacy risks are higher because they deal 
with sensitive data. The importance of security and privacy engineering for 
mHealth and uHealth systems has been highlighted [16], while health apps on 
Android can collect and share user data with significant privacy risks [17]. These 
findings are relevant for all mobile app developers since more and more services 
use location data, biometrics, habits, and transactions. 
Privacy-by-design requires that privacy principles be integrated from the 
requirements, design, development, testing, all the way to operations. This 
practice includes data minimization, purpose limitation, clear consent, 
permission controls, secure storage, anonymization/pseudonymization, and 
data retention policies. A systematic mapping study on privacy assessment in 
Android apps shows that privacy assessment requires a combination of 
permission analysis, code analysis, data flow analysis, and checking privacy 
policies [24]. 

DevSecOps strengthens security-by-design through automation. A good 
mobile pipeline can include static application security testing (SAST), dynamic 
testing, mobile app security testing, dependency scanning, secret detection, and 
API configuration testing. However, technology alone isn't enough. It's been 
emphasized that DevSecOps is also influenced by social practices, organizational 
culture, team responsibility, and work incentives [18]. For that reason, mobile 
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app security should be managed as a mix of technical processes, organizational 
governance, and engineering culture. 

In the future, AI can help with anomaly detection, log analysis, 
vulnerability discovery, and risk classification. However, AI can also expand 
threats through automated attacks, social engineering, and generating malicious 
code. Mobile app developers need to build monitoring, auditing, explainability, 
and human-in-the-loop mechanisms so that using AI in both the pipeline and 
app features can still be accountable. 
 
METHODOLOGY 

This article uses a Qualitative Literature Review method, which is a 
literature review aimed at synthesizing, interpreting, and integrating concepts, 
findings, and theoretical debates from various scientific sources without 
following the strict protocols of a Systematic Literature Review. This approach 
was chosen because the topic of mobile application development is 
multidisciplinary, rapidly changing, and involves technology, design, security, 
privacy, development management, and business strategies. Literature was 
purposively selected from reputable journal articles and proceedings since 2020 
that discuss mobile applications, cross-platform development, PWAs, AI/ML, 
IoT, 5G, edge/cloud computing, UX/UI, usability, security, privacy, DevOps, 
DevSecOps, and generative AI. This kind of approach is suitable for mapping 
themes and building a conceptual synthesis in a field where knowledge is spread 
across different domains [25], [26], [27]. 

The review process is carried out in three stages. First, literature is identified 
by searching databases and scientific portals like Scopus-indexed journals, ACM 
Digital Library, SpringerLink, MDPI, Elsevier, IEEE-related proceedings, JMIR, 
BMJ, and relevant reputable national journals. Second, articles are selected based 
on relevance to the research questions, novelty of the publication, relevance to 
mobile app development, and conceptual/empirical contributions. Third, the 
content of the articles is analyzed thematically by grouping findings into four 
clusters: technology trends, multiplatform/PWA, UX/UI, and security/privacy. 
The analysis is not intended to calculate quantitative effects, but to interpret 
patterns, conceptual relationships, gaps, and practical implications. 

The limitation of this method is the absence of a full PRISMA procedure, 
meta-analysis, or quantitative study quality assessment. Nevertheless, the 
validity of the argument is maintained through cross-source theme triangulation, 
the use of the latest references, and including DOIs or internet links for easy 
verification. Therefore, this article is conceptual-synthetic in nature and aims to 
provide a framework of understanding that can be used by academics, 
developers, product managers, and policymakers to look at the future direction 
of mobile app development. 
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RESULTS AND DISCUSSION 
1. The Shift in Mobile App Development Paradigms 

The review shows that mobile app development has shifted from an 
application-centric model to an ecosystem-centric one. In the old model, the main 
focus was on creating apps that run on specific devices. In the new model, mobile 
apps are part of an ecosystem involving devices, cloud, edge, 5G networks, APIs, 
data platforms, payment systems, digital identity, analytics, and third-party 
services. This shift means that the success of an app is not just determined by the 
quality of frontend code, but also by backend architecture, data integration, 
security, network performance, and operational continuity [28], [29]. 

AI, IoT, edge computing, and 5G trends are expanding what apps can do, 
but they also make things more complex. Smart apps need quality data, model 
pipelines, performance monitoring, and update mechanisms. IoT apps need sync 
between the physical and digital worlds. AR/VR apps need low latency and 
stable rendering. So, developers need to master a mix of mobile engineering, 
cloud-native architecture, data engineering, and human-centered design. These 
findings answer the first question that new technology not only adds features but 
also changes the architecture and development process [30], [31]. 

The practical implication is that organizations need to reorganize their 
team structures. Future mobile app teams will need collaboration between 
mobile developers, backend engineers, cloud engineers, data scientists, UX 
researchers, security engineers, product managers, and legal/privacy specialists. 
If development continues in silos, the risk of failure increases because design, 
technology, security, and privacy decisions are interconnected [29], [32]. 
2. Multi-Platform and PWA as an Efficiency and Reach Strategy 

A multiplatform approach and PWAs meet the organization's need to 
reach more users while keeping development costs and time under control. 
However, reviews show that efficiency shouldn't be strictly seen as just reducing 
the number of developers or lines of code. Efficiency has to be looked at through 
the total cost of ownership, including cross-device testing, plugin debugging, 
performance monitoring, native integration, maintenance costs, security patches, 
and the team's ability to manage framework evolution [33], [34]. 

Multiplatform is more suitable when an app needs a near-native 
experience but doesn’t rely too much on highly specific device features. PWA is 
better when the main goal is quick access, wide distribution, small size, and a 
consistent web-mobile experience. For mission-critical apps, a hybrid strategy 
can be used: core features that need high performance are developed natively, 
while information modules, catalogs, or lightweight services can use web/PWA. 
The answer to the second question is that multiplatform and PWA change 
development strategy by expanding architecture options, but they don’t 
eliminate the need to evaluate performance, security, and UX in context [33], [35]. 
One important finding is the need for testing based on real-world scenarios. 
Many tech decisions fail because they are only tested on emulators or high-end 
devices. In reality, most users access apps on devices with limited memory, 
unstable networks, low battery, and different OS versions. So, evaluating mobile 
apps needs to cover load time, frame rate, crash rate, battery consumption, 



Multitech Journal of Science and Technology (MJST) 
Vol.3, No.7, 2026:763-778  

                                                                                           

  771 
 

package size, offline capability, accessibility, and friction in the onboarding 
process. 
3. UX/UI as a Factor of Trust, Retention, and Inclusion 

The discussion on UX/UI shows that the quality of the experience is the 
bridge between technological innovation and user adoption. AI, IoT, 5G, or PWA 
aren't automatically valuable if the interface is hard to understand, the user flow 
is confusing, or the app can't be used by certain groups of people. So, developing 
mobile apps should start with understanding user needs, journey mapping, 
usage context, and the obstacles users face in real life [38], [39]. 

The future of mobile design will be more adaptive. Apps can adjust 
recommendations, language, layout, notifications, and feature priorities based on 
the user's context. However, this adaptation needs to be transparent. Users need 
to understand why recommendations appear, what data is being used, and how 
they can change their preferences. Without transparency, personalization can 
turn into an invasive experience and reduce trust [40], [41]. 

Accessibility and inclusivity should also be indicators of quality. Apps 
that don't support screen readers, sufficient contrast, large text, simple language, 
or easy navigation will exclude certain users. In today's digital society, mobile 
apps are increasingly becoming the gateway to public services, banking, 
education, and healthcare. That's why inclusive design isn't just an ethical choice, 
but a prerequisite for digital service fairness. This finding answers the third 
question that UX/UI determines an app's success through satisfaction, retention, 
trust, and inclusivity [42], [43]. 
4. Security and Privacy as the Foundation for the Future of Mobile Apps 

Literature review emphasizes that security and privacy aren't just extra 
features added after an app is built. They're the foundation that needs to be 
designed right from the requirement engineering phase. Mobile apps that collect 
sensitive data should explain why the data is being collected, limit what data is 
collected, provide permission controls, use encryption, manage tokens securely, 
and ensure API communication is protected. Failing in any of these areas can 
damage user trust and create legal risks [44], [45]. 

DevSecOps has become a relevant operational approach because mobile 
apps require continuous updates. Security needs to be automated in the pipeline 
without slowing down releases too much. However, DevSecOps also requires a 
cultural shift: developers need to understand mobile threats, product owners 
must include security as part of the acceptance criteria, and management has to 
allocate time for hardening, threat modeling, and dependency audits. The 
answer to the fourth question is that security and privacy need to be integrated 
through a combination of security-by-design, privacy-by-design, DevSecOps, 
and data governance [46], [47]. 

Moving forward, threats to mobile apps will get more complex because of 
the rising use of AI, third-party SDKs, payment integrations, biometrics, and IoT. 
Organizations need to treat mobile apps as part of their critical digital 
infrastructure. Besides technical testing, governance is needed, covering data 
inventory, vendor assessment, incident response, vulnerability disclosure, and 
communicating risks to users [48], [49]. 
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5. The Future Integrative Framework for Mobile App Development 
Based on the literature synthesis, the future of mobile app development 

can be understood through four integrative pillars. The first pillar is intelligent 
architecture, which is the ability to adaptively integrate AI/ML, cloud, edge, and 
data pipelines. The second pillar is flexible delivery, which is choosing between 
native, multi-platform, PWA, or hybrid strategies based on product needs and 
user context. The third pillar is human-centered experience, meaning UX/UI 
design that is responsive, inclusive, personal, and testable. The fourth pillar is 
trusted governance, covering security, privacy, compliance, and accountability 
from the start of the development cycle [50], [51]. 

These four pillars are interdependent. A smart but unsafe app will lose 
trust. A fast but non-inclusive app will restrict access. An efficient multiplatform 
app that hasn't been tested on real devices will lead to a poor experience. An app 
that uses data but isn't transparent will trigger user resistance. Therefore, the 
development of future mobile apps should be seen as a socio-technical 
engineering practice that combines technology, people, processes, and 
governance [52], [53]. 

In the context of Indonesia and developing countries, this framework has 
particular relevance. Device variety, network quality, digital literacy, public 
service needs, and price sensitivity mean mobile apps have to be lightweight, 
secure, easy to use, and able to work under less-than-ideal infrastructure 
conditions. PWA, multiplatform, edge caching, simple design, local languages, 
and accessibility-by-design can be strategies to boost digital inclusion [54], [55].
  
CONCLUSIONS AND RECOMMENDATIONS 

This article concludes that mobile app development is going through a 
structural transformation. Future mobile apps are no longer standalone software 
that just gets installed on smartphones; instead, they are key nodes in the digital 
ecosystem connecting users, devices, data, AI, cloud, edge, 5G networks, and 
third-party services. This transformation makes mobile app development an 
increasingly complex, cross-disciplinary, and strategic field. 

Tech trends like AI, machine learning, IoT, AR/VR, 5G, cloud/edge 
computing, DevOps, DevSecOps, and generative AI open up huge opportunities 
to create apps that are more personal, responsive, immersive, and efficient. But 
these opportunities also come with challenges like performance, interoperability, 
energy consumption, data quality, algorithmic bias, security, privacy, and 
governance. So, adopting technology should always come with evaluating user 
needs, organizational readiness, and long-term risks. 

A multiplatform approach and PWAs offer an important way to speed up 
development and expand access, but they're not a one-size-fits-all solution. 
Native development is still relevant for apps that need high performance, deep 
device integration, or a very specific experience. Architecture decisions should 
be based on product characteristics, user context, maintenance cycles, team 
capabilities, and total cost of ownership. The future probably won't be dominated 
by a single approach, but rather a mix of native, multiplatform, PWAs, cloud, 
and edge as needed. 
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UX/UI design has proven to be a key factor that bridges advanced technology 
with user acceptance. A sophisticated app that's hard to use won't last. That's 
why developers need to focus on human-centered design, usability testing, 
accessibility, responsive design, transparent personalization, and repeated 
evaluation in real-world contexts. Digital inclusion should be a top principle, 
especially for apps that provide public services, health, education, and financial 
services. 

Security and privacy are the foundation of trust in mobile apps. The 
principles of security-by-design and privacy-by-design need to be incorporated 
from the requirements stage, architecture design, development, testing, release, 
all the way to maintenance. DevSecOps, encryption, strong authentication, 
permission management, dependency audits, security testing, and data 
governance should be practiced as an ongoing process. User trust is an asset just 
as important as the app's features. 

Future research suggestions include delving deeper into empirical studies 
on the performance and total cost of multi-platform frameworks across various 
application categories; testing the effectiveness of PWAs in network and device 
contexts in developing countries; evaluating the impact of generative AI on 
productivity, code quality, and mobile application security; developing more 
inclusive UX/UI models for elderly users and people with disabilities; and 
designing a mobile privacy governance framework that is easy for small and 
medium organizations to implement. Future research also needs to connect 
technical, social, regulatory, and business aspects so that mobile app 
development is not only innovative but also sustainable and trustworthy. 
  
FURTHER STUDY 
 This study has limitations; therefore, further research is required on the 
topic of "Architecture, User Experience, and Security Governance in Future 
Mobile App Development: A Review of AI, IoT, 5G, PWA, and Multi-Platform 
Trends" to refine the current study and broaden the insights of both the author 
and the reader. 
 
REFERENCES  
A. Agbeyangi and H. Suleman, “Advances and Challenges in Low-Resource-

Environment Software Systems: A Survey,” Informatics, vol. 11, no. 4, p. 90, 
Nov. 2024, doi: 10.3390/informatics11040090. 

A. Bhalla, S. Hussain, and D. Aggarwal, “Comparative Performance and User 
Experience Analysis of Progressive Web and Native Mobile Applications,” 
Int. J. Creat. Open Res. Eng. Manag., vol. 02, no. 04, pp. 1–7, Apr. 2026, doi: 
10.55041/ijcope.v2i4.547. 

A. Biørn-Hansen, C. Rieger, T.-M. Grønli, T. A. Majchrzak, and G. Ghinea, “An 
empirical investigation of performance overhead in cross-platform mobile 
development frameworks,” Empir. Softw. Eng., vol. 25, no. 4, pp. 2997–
3040, Jul. 2020, doi: 10.1007/s10664-020-09827-6. 

 



Judijanto 

774 
 

A. Hazarika and M. Rahmati, “Towards an Evolved Immersive Experience: 
Exploring 5G- and Beyond-Enabled Ultra-Low-Latency Communications 
for Augmented and Virtual Reality,” Sensors, vol. 23, no. 7, p. 3682, Apr. 
2023, doi: 10.3390/s23073682. 

A. Jamal and S. Hashmat, “Innovations in UI/UX Design of Mobile Applications, 
Trends, Practices and Challenges,” Spectr. Eng. Sci., vol. 3, no. 5, pp. 637–
651, 2025, doi: https://doi.org/10.5281/zenodo.15478961. 

B. Aljedaani and M. A. Babar, “Challenges With Developing Secure Mobile 
Health Applications: Systematic Review,” JMIR mHealth uHealth, vol. 9, 
no. 6, p. e15654, Jun. 2021, doi: 10.2196/15654. 

B. Aljedaani, A. Ahmad, M. Zahedi, and M. A. Babar, “An Empirical Study on 
Developing Secure Mobile Health Apps: The Developers Perspective,” 
ArXiv, Aug. 2020, [Online]. Available: http://arxiv.org/abs/2008.03034 

B. Suri, S. Taneja, I. Bhanot, H. Sharma, and A. Raj, “Cross-Platform Empirical 
Analysis of Mobile Application Development frameworks: Kotlin, React 
Native and Flutter,” in Proceedings of the 4th International Conference on 
Information Management & Machine Intelligence, New York, NY, USA: 
ACM, Dec. 2022, pp. 1–6. doi: 10.1145/3590837.3590897. 

C. Del-Real, E. De Busser, and B. van den Berg, “A systematic literature review 
of security and privacy by design principles, norms, and strategies for 
digital technologies,” Int. Rev. Law, Comput. Technol., vol. 39, no. 3, pp. 
374–405, Sep. 2025, doi: 10.1080/13600869.2025.2457227. 

C. Ebert and P. Louridas, “Generative AI for Software Practitioners,” IEEE 
Softw., vol. 40, no. 4, pp. 30–38, Jul. 2023, doi: 10.1109/MS.2023.3265877. 

D. Ashenden and G. Ollis, “Putting the Sec in DevSecOps: Using Social Practice 
Theory to Improve Secure Software Development,” in New Security 
Paradigms Workshop 2020, New York, NY, USA: ACM, Oct. 2020, pp. 34–
44. doi: 10.1145/3442167.3442178. 

D. D. Harmoko, “Digital Literacy As A Solution To Improve The Quality Of 
Indonesia’s Human Resources,” Res. Dev. J. Educ., vol. 7, no. 2, p. 413, Oct. 
2021, doi: 10.30998/rdje.v7i2.10569. 

D. Zhu, D. Wang, R. Huang, Y. Jing, L. Qiao, and W. Liu, “User Interface (UI) 
Design and User Experience Questionnaire (UEQ) Evaluation of a To-Do 
List Mobile Application to Support Day-To-Day Life of Older Adults,” 
Healthcare, vol. 10, no. 10, p. 2068, Oct. 2022, doi: 
10.3390/healthcare10102068. 

E. Adi, A. Anwar, Z. Baig, and S. Zeadally, “Machine learning and data analytics 
for the IoT,” Neural Comput. Appl., vol. 32, no. 20, pp. 16205–16233, Oct. 
2020, doi: 10.1007/s00521-020-04874-y. 

F. Ebrahimi, M. Tushev, and A. Mahmoud, “Mobile app privacy in software 
engineering research: A systematic mapping study,” Inf. Softw. Technol., 
vol. 133, p. 106466, May 2021, doi: 10.1016/j.infsof.2020.106466. 

G. Carvalho, B. Cabral, V. Pereira, and J. Bernardino, “Edge computing: current 
trends, research challenges and future directions,” Computing, vol. 103, no. 
5, pp. 993–1023, May 2021, doi: 10.1007/s00607-020-00896-5. 



Multitech Journal of Science and Technology (MJST) 
Vol.3, No.7, 2026:763-778  

                                                                                           

  775 
 

G. Lu, S. Qu, and Y. Chen, “Understanding user experience for mobile 
applications: a systematic literature review,” Discov. Appl. Sci., vol. 7, no. 
6, p. 587, Jun. 2025, doi: 10.1007/s42452-025-07170-3. 

G. Tangari, M. Ikram, K. Ijaz, M. A. Kaafar, and S. Berkovsky, “Mobile health and 
privacy: cross sectional study,” BMJ, p. n1248, Jun. 2021, doi: 
10.1136/bmj.n1248. 

H. Jiao, T. Wang, D. Libaers, J. Yang, and L. Hu, “The relationship between digital 
technologies and innovation: A review, critique, and research agenda,” J. 
Innov. Knowl., vol. 10, no. 1, p. 100638, 2025, doi: 
https://doi.org/10.1016/j.jik.2024.100638. 

H. Saeed, I. Shafi, J. Ahmad, A. A. Khan, T. Khurshaid, and I. Ashraf, “Review of 
Techniques for Integrating Security in Software Development Lifecycle,” 
Comput. Mater. Contin., vol. 82, no. 1, pp. 139–172, 2025, doi: 
10.32604/cmc.2024.057587. 

H. Snyder, “Literature review as a research methodology: An overview and 
guidelines,” J. Bus. Res., vol. 104, pp. 333–339, 2019, doi: 
10.1016/j.jbusres.2019.07.039. 

I. H. Sarker, M. M. Hoque, M. K. Uddin, and T. Alsanoosy, “Mobile Data Science 
and Intelligent Apps: Concepts, AI-Based Modeling and Research 
Directions,” Mob. Networks Appl., vol. 26, no. 1, pp. 285–303, Feb. 2021, 
doi: 10.1007/s11036-020-01650-z. 

I. Malavolta, K. Chinnappan, L. Jasmontas, S. Gupta, and K. A. K. Soltany, 
“Evaluating the impact of caching on the energy consumption and 
performance of progressive web apps,” in Proceedings of the IEEE/ACM 
7th International Conference on Mobile Software Engineering and Systems, 
New York, NY, USA: ACM, Jul. 2020, pp. 109–119. doi: 
10.1145/3387905.3388593. 

I. Sumartono, H. Putra, and Suheri, “Analysis of the Use of Progressive Web 
Apps (PWA) to Improve Web Application Accessibility in Areas with 
Limited Connectivity,” Proc. 2nd Int. Conf. Islam. Community Stud. 2025, 
vol. 2, no. 1, 2025, [Online]. Available: 
https://proceeding.pancabudi.ac.id/index.php/ICIE/article/view/672 

J. Duggirala, “Enhancing App Accessibility for Users with Disabilities: A 
Comprehensive Approach to Inclusive Design,” Int. J. Multidiscip. Res., vol. 
6, no. 2, Apr. 2024, doi: 10.36948/ijfmr.2024.v06i02.40691. 

J. M. Del Alamo, D. Guaman, B. Balmori, and A. Diez, “Privacy Assessment in 
Android Apps: A Systematic Mapping Study,” Electronics, vol. 10, no. 16, 
p. 1999, Aug. 2021, doi: 10.3390/electronics10161999. 

J. Sukhera, “Narrative Reviews: Flexible, Rigorous, and Practical,” J. Grad. Med. 
Educ., vol. 14, no. 4, pp. 414–417, Aug. 2022, doi: 10.4300/JGME-D-22-
00480.1. 

K. Oztoprak, Y. K. Tuncel, and I. Butun, “Technological Transformation of Telco 
Operators towards Seamless IoT Edge-Cloud Continuum,” Sensors, vol. 23, 
no. 2, p. 1004, Jan. 2023, doi: 10.3390/s23021004. 

 



Judijanto 

776 
 

L. Bayzid, T. Kar, M. Islam, M. Islam, and F. Ahmed, “Defending the Distributed 
Skies: A Comprehensive Literature Review of the Arena of Multi-Cloud 
Environment,” Futur. Internet, vol. 17, no. 12, p. 548, Nov. 2025, doi: 
10.3390/fi17120548. 

L. F. da Silva, P. A. Parreira Junior, and A. P. Freire, “Mobile User Interaction 
Design Patterns: A Systematic Mapping Study,” Information, vol. 13, no. 5, 
p. 236, May 2022, doi: 10.3390/info13050236. 

L. H. Iwaya, A. Ahmad, and M. A. Babar, “Security and Privacy for mHealth and 
uHealth Systems: A Systematic Mapping Study,” IEEE Access, vol. 8, pp. 
150081–150112, 2020, doi: 10.1109/ACCESS.2020.3015962. 

 
M. Abboush, C. Knieke, and A. Rausch, “A Virtual Testing Framework for Real-

Time Validation of Automotive Software Systems Based on Hardware in 
the Loop and Fault Injection,” Sensors, vol. 24, no. 12, p. 3733, Jun. 2024, doi: 
10.3390/s24123733. 

M. Ahmad Faudzi, Z. Che Cob, R. Omar, S. A. Sharudin, and M. Ghazali, 
“Investigating the User Interface Design Frameworks of Current Mobile 
Learning Applications: A Systematic Review,” Educ. Sci., vol. 13, no. 1, p. 
94, Jan. 2023, doi: 10.3390/educsci13010094. 

M. Duras and P. Modiano, “Secure Mobile DevOps: Integrating Security from 
Code to Deployment in Mobile CI/CD Pipelines,” IJTSRD Int. J. Trend Sci. 
Res. Dev., vol. 6, no. 2, pp. 1613–1619, 2022, [Online]. Available: 
http://eprints.umsida.ac.id/16130/1/243 Secure Mobile DevOps 
Integrating Security from Code to Deployment in Mobile CICD 
Pipelines.pdf 

M. Masunda, “Adaptive Threat Intelligence Systems for Real-Time Detection and 
Mitigation of Sophisticated Cyber Attacks in Enterprise Networks,” Int. J. 
Res. Publ. Rev., vol. 6, no. 7, pp. 470–491, Jul. 2025, doi: 
10.55248/gengpi.6.0725.2433. 

M. McClellan, C. Cervelló-Pastor, and S. Sallent, “Deep Learning at the Mobile 
Edge: Opportunities for 5G Networks,” Appl. Sci., vol. 10, no. 14, p. 4735, 
Jul. 2020, doi: 10.3390/app10144735. 

N. Yu and Y.-T. Huang, “Important Factors Affecting User Experience Design 
and Satisfaction of a Mobile Health App—A Case Study of Daily Yoga 
App,” Int. J. Environ. Res. Public Health, vol. 17, no. 19, p. 6967, Sep. 2020, 
doi: 10.3390/ijerph17196967. 

P. Weichbroth, “Usability Testing of Mobile Applications: A Methodological 
Framework,” Appl. Sci., vol. 14, no. 5, p. 1792, Feb. 2024, doi: 
10.3390/app14051792. 

R. Dipta, “The Evolution of Mobile Applications: From Utility Tools to Intelligent 
Ecosystems,” J. Inf. Syst. Eng. Manag., vol. 10, no. 61s, pp. 1129–1135, Oct. 
2025, doi: 10.52783/jisem.v10i61s.13502. 

 
 
 



Multitech Journal of Science and Technology (MJST) 
Vol.3, No.7, 2026:763-778  

                                                                                           

  777 
 

R. Fauzan, I. Krisnahati, B. D. Nurwibowo, and D. A. Wibowo, “A Systematic 
Literature Review on Progressive Web Application Practice and 
Challenges,” IPTEK J. Technol. Sci., vol. 33, no. 1, p. 43, Jul. 2022, doi: 
10.12962/j20882033.v33i1.13904. 

S. Alim, “A Preliminary Analysis of Web Accessibility, Usability, and Security on 
the Front-Facing Webpages of Leading Universities,” Int. J. Web Portals, 
vol. 15, no. 1, pp. 1–30, Jun. 2025, doi: 10.4018/IJWP.379681. 

S. Das and P. Raj, “Edge Computing and Analytics: A New Computing Paradigm 
for Better User Experience,” in Industry Automation: The Technologies, 
Platforms and Use Cases, New York: River Publishers, 2024, pp. 361–391. 
doi: 10.1201/9781003516668-16. 

S. Kraus et al., “Literature reviews as independent studies: guidelines for 
academic practice,” Rev. Manag. Sci., vol. 16, no. 8, pp. 2577–2595, Nov. 
2022, doi: 10.1007/s11846-022-00588-8. 

S. R. Muthineni, “Enhancing Mobile App Security: Protecting against Common 
Threats,” Int. J. Comput. Eng. Technol., vol. 16, no. 1, pp. 186–198, Jan. 2025, 
doi: 10.34218/IJCET_16_01_017. 

S. Zeb et al., “Towards defining industry 5.0 vision with intelligent and 
softwarized wireless network architectures and services: A survey,” J. 
Netw. Comput. Appl., vol. 223, p. 103796, 2024, doi: 
https://doi.org/10.1016/j.jnca.2023.103796. 

V. Panwar, “Leveraging Progressive Web Apps (PWAs) for Enhanced User 
Experience and Performance: A Comprehensive Analysis,” IJMRA Int. J. 
Manag. IT Eng., vol. 14, no. 4, pp. 31–43, 2024, [Online]. Available: 
https://www.researchgate.net/publication/379479846_Leveraging_Progr
essive_Web_Apps_PWAs_for_Enhanced_User_Experience_and_Performa
nce_A_Comprehensive_Analysis 

V. Vangala, “DevSecOps: Integrating Security into the DevOps Lifecycle,” Int. J. 
Mach. Learn. Res. Cybersecurity Artif. Intell., vol. 16, no. 1, pp. 11–25, 2025, 
doi: https://doi.org/10.5281/zenodo.15483597. 

W. C. Choi and C. I. Chang, “Enhancing the User Experience (UX) Development 
Life Cycle to Support Underrepresented Groups,” May 16, 2025. doi: 
10.20944/preprints202505.1309.v1. 

W. Dayong, K. Bin Abu Bakar, B. Isyaku, T. Abdalla Elfadil Eisa, and A. 
Abdelmaboud, “A comprehensive review on internet of things task 
offloading in multi-access edge computing,” Heliyon, vol. 10, no. 9, p. 
e29916, May 2024, doi: 10.1016/j.heliyon.2024.e29916. 

X. Gumara Rigol, “Forming Cross-Functional Teams,” in Data As a Product 
Driver, Berkeley, CA: Apress, 2026, pp. 109–131. doi: 10.1007/979-8-8688-
1835-6_6. 

X. Hou et al., “Large Language Models for Software Engineering: A Systematic 
Literature Review,” ACM Trans. Softw. Eng. Methodol., vol. 33, no. 8, pp. 
1–79, Nov. 2024, doi: 10.1145/3695988. 

X. Zhao, T. Clear, and R. Lal, “Identifying the primary dimensions of DevSecOps: 
A multi-vocal literature review,” J. Syst. Softw., vol. 214, p. 112063, Aug. 
2024, doi: 10.1016/j.jss.2024.112063. 



Judijanto 

778 
 

Y. Diemientiev and O. Semenikhina, “Development of Mobile Applications 
Based on Artificial Intelligence: Current Experience and Prospects,” Curr. 
Sci. Res. Bull., vol. 02, no. 06, Jun. 2025, doi: 10.55677/csrb/04-V02I06Y2025. 

Y. Koumpouros, “User-Centric Design Methodology for mHealth Apps: The 
PainApp Paradigm for Chronic Pain,” Technologies, vol. 10, no. 1, p. 25, Jan. 
2022, doi: 10.3390/technologies10010025. 

Y. Yao and F. Yang, “Governing Addictive Design Features in AI-Driven 
Platforms: Regulatory Challenges and Pathways for Protecting Adolescent 
Digital Wellbeing in China,” Youth, vol. 5, no. 4, p. 122, Nov. 2025, doi: 
10.3390/youth5040122. 

 
 
 
 
 


